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[bookmark: _xi6i6jeexdwq]Use of HelloSelf Data and Technology

We have designed the HelloSelf platform to make it easy for you to keep your clients' data secure.   You are responsible for using the platform in an effective, ethical and lawful manner. 

As a user of HelloSelf’s Platform you must read, understand and comply with the policies established in this document.

If you don’t follow these policies, it may be considered an act of misconduct and result in the termination of your contract. 

You should also be aware that breaches that involve security and/or access violations under applicable laws, including but not limited to the Data Protection Act 2018, the Computer Misuse Act 1990 and the Police & Justice Act 2006 may be referred to the appropriate authorities.  

These are the principles we need you to work by:
1. Keep your login details secure
2. Keep information relating to clients on the Experts platform 
3. Take extra care when transferring files. Always use Egress for transferring clinical information
4. Let us know immediately if you suspect something has gone wrong

We’ll explain each in more detail below.

HelloSelf will provide you with access to
· the HelloSelf Platform
· a HelloSelf email address
· Google Drive
· Slack 

Your use of these resources may be subject to monitoring for security purposes and/or network and systems management and may be subject to further limitations if required. 

While reasonable efforts are made to ensure the privacy of user and email accounts, there is no guarantee that these are private. You should be aware that electronic communications, depending on the technology, could potentially be intercepted by external Third Parties.  
[bookmark: _1fob9te]
[bookmark: _3znysh7]Your Responsibilities

	You are expected to have basic computer knowledge and should understand and adhere to HelloSelf security policies and procedures. You are ultimately responsible for your own behaviour.



In particular, you are responsible for:

· Selecting and maintaining adequate passwords (see Password Policy below).
· Notifying the tech team if a security weakness, violation or failure is suspected, observed or detected (see Reporting a Security Incident below).
· Providing the correct identity and authentication information when requested and not attempting to assume another person’s identity.
· Ensuring all notes and files relating to members are stored securely on the Experts platform.
· Taking extra care when emailing third parties or transferring clinical files (e.g. letters to referrers). You should use Egress for all clinical communications to parties outside of HelloSelf.
· Where it is necessary to have a temporary local version of a file, ensuring these are promptly deleted after use.
· Keeping alert to phishing and ransomware attacks through email. You should not click on any email link or attachment that you are not expecting.
· Enabling a password protected screen saver for securing access to your laptop, and locking your computer when leaving it unattended.
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	You must not disclose data of a sensitive or secret nature either internally in HelloSelf or externally except with prior authorisation from the data owner.  You must take precautions to protect data from unauthorised access.



In particular:
· You should take every reasonable precaution to ensure that your passwords, user accounts and data are adequately secured. 
· You must not divulge passwords or user accounts details to any other person. 
· You must not allow another user to use your accounts. 
· You must not attempt to find out another user's password or gain access to another user's account. 
· You must not attempt to examine, disclose, copy, rename, delete or modify another user's data without their express permission.
· You must not attempt to recover deleted data that does not belong to you without express permission.
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	You should be aware of the relevant Privacy Principles concerning Data Protection while working with personal data at HelloSelf.



The Data Protection principles, the rights of individuals concerning their personal data and how HelloSelf handles these are detailed in the HelloSelf Data Protection Policy. 

Please email dpo@helloself.com or speak to the CTO for all Data Protection requests or for further information.
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At HelloSelf we are committed to ensuring that all parties are comfortable with the Technology used, and as a result we offer Technical Support to all Experts and Members. If you require Technical Support please get in touch techsupport@helloself.com
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[bookmark: _xhf452fif0sc]How to report a security incident:

This section is intended to provide you with a clear reporting process to notify HelloSelf of suspected or actual Information Security Incidents. A data breach is deemed to be an Information Security Incident.

Follow these instructions:
· On first noticing the incident immediately notify HelloSelf via techsupport@helloself.com
· Please detail the incident description and any steps or actions taken. 
· Remember, it is important that you report suspected security incidents, even if they later prove to be simple errors.
· Don't discuss the incident with anyone until the CTO or Information Security Management Team has given the all clear. 
· If you are in doubt whether an incident is an Information Security Incident, including a data breach, report it.
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	You must take care and adequate precautions when selecting and managing passwords.



Password leaks are dangerous since they can compromise our systems. Passwords should be secure so they won’t be easily guessed or hacked and they should remain a secret. For this reason, we ask you to:
· Choose a password with at least eight characters (including capital and lower-case letters, numbers and symbols) and avoid information that can be easily guessed (e.g. birthdays). Ideally use one generated by a password manager.
· Use 2FA where available (this is enforced on our internal software)
· Use a password manager to store and generate passwords. 
· Only one user or 3rd party service may use an account; you must not share or disclose passwords to anyone else. 
· Change all vendor supplied and default passwords as soon as is practically possible. 
· Different passwords should be used for different systems and no password used at HelloSelf should be used on any outside system. 
· If you cannot remember your password contact Tech Support to have it reset. 
· Passwords must not be written down and left in a place where unauthorised persons might discover them. 
· All passwords and user accounts must be immediately changed if they are suspected of being disclosed, or known to have been disclosed to anyone.
· Mobile devices, such as mobile phones or tablets must have a password/passcode enabled to restrict access.
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